Trend Micro | Newsroom

Trend Micro Midyear Report Highlights Need for Proactive Security

2017 Midyear Security review demonstrates importance of cybersecurity investments

DALLAS--(BUSINESS WIRE)--Trend Micro Incorporated (TYO: 4704; TSE: 4704), a global leader in cybersecurity solutions,
today released its 2017 Midyear Security Roundup: The Cost of Compromise, detailing the threats from the first half of 2017,
which continue to disrupt and challenge IT planning. Businesses are faced with increased ransomware, Business Email
Compromise (BEC) scams and Internet of Things (loT) attacks, and now also contend with the threat of cyberpropaganda.

Trend Micro detected more than 82 million ransomware threats in the first half of the year, along with more than 3,000 BEC
attempts, reinforcing the need for security prioritization. Despite the rising percentage of security spending in IT budgets, a
recent analyst report by Forrester1 notes that funds are not properly being allocated to address the growing threats facing
enterprises today.

“Enterprises need to prioritize funds for effective security upfront, as the cost of a breach is frequently more than a company’s
budget can sustain,” said Max Cheng, chief information officer of Trend Micro. “Major cyberattacks against enterprises globally
have continued to be a hot-button topic this year, and this trend is likely to continue through the remainder of 2017. It’s integral
to the continued success of organizations to stop thinking of digital security as merely protecting information, but instead as an
investment in the company’s future.”

In April and June, the WannaCry and Petya ransomware attacks disrupted thousands of companies across multiple industries
world-wide. The global losses from the attack, including the resultant reduction in productivity and cost of damage control, could
amount to as much as US$4 billion. In addition, BEC scams raised the total of global losses to US$5.3 billion during the first half
of 2017, according to the Federal Bureau of Investigation (FBI).

As predicted, January through June experienced arise in loT attacks, as well as the spread of cyberpropaganda. In
collaboration with Politecnico di Milano (POLIMI), Trend Micro showed it is possible for industrial robots to be compromised, that
could amount to massive financial damage and productivity loss, proving that smart factories can ill-afford to dismiss the
importance of securing these connected devices. There was also an increased abuse of social media with the rise of
cyberpropaganda.

Given the tools available in underground markets, the spread ofFake News, or bad publicity, will cause serious financial
ramifications for businesses whose reputation and brand equity is damaged by cyberpropaganda.

Trend Micro XGen™ security provides proactive protection and guidance for companies facing these pressing and growing
threats with a cross-generational approach to threat defense. The threats that have manifested throughout the beginning of
2017 are only a fraction of what is likely to come. Cybercriminals are getting smarter with their attacks every day and
companies should be prepared by having the appropriate budgets and solutions in place.

To read the complete report, please visit: https:/www.trendmicro.com/vinfo/us/security/research-and-analysis/threat-
reports/roundup/the-cost-of-compromise

About Trend Micro

Trend Micro Incorporated, a global leader in cybersecurity solutions, helps to make the world safe for exchanging digital
information. Our innovative solutions for consumers, businesses, and governments provide layered security for data centers,
cloud environments, networks and endpoints. All our products work together to seamlessly share threat intelligence and provide
a connected threat defense with centralized visibility and control, enabling better, faster protection. With more than 5,000
employees in over 50 countries and the world’s most advanced global threat intelligence, Trend Micro enables organizations to
secure their journey to the cloud. For more information, visit www.trendmicro.com.

1 Jeff Pollard, Security Budgets 2017: Increases Help But Remain Reactionary, Benchmarks: The S&R Practice Playbook
(Forrester, 2016).

Contact:

Trend Micro Incorporated
Erin Johnson, 972-499-6627

publicrelations@trendmicro.com

Public Combanv Information:


http://www.businesswire.com/
http://cts.businesswire.com/ct/CT?id=smartlink&url=http%253A%252F%252Fwww.trendmicro.com%252Fus%252Findex.html&esheet=51681118&newsitemid=20170911005122&lan=en-US&anchor=Trend+Micro+Incorporated&index=1&md5=a627905eecff4a395c61edc4c0f91b6b
http://cts.businesswire.com/ct/CT?id=smartlink&url=http%253A%252F%252Fwww.google.com%252Ffinance%253Fq%253DTYO%253A4704&esheet=51681118&newsitemid=20170911005122&lan=en-US&anchor=TYO%253A+4704&index=2&md5=43441e0663b94d498fce3113f2c74f18
http://cts.businesswire.com/ct/CT?id=smartlink&url=http%253A%252F%252Fwww.trendmicro.com%252Fus%252Fabout-us%252Finvestor-relations%252Findex.html&esheet=51681118&newsitemid=20170911005122&lan=en-US&anchor=TSE%253A+4704&index=3&md5=5032cd57a9680eefcb192016a8f11956
http://cts.businesswire.com/ct/CT?id=smartlink&url=https%253A%252F%252Fwww.trendmicro.com%252Fvinfo%252Fus%252Fsecurity%252Fresearch-and-analysis%252Fthreat-reports%252Froundup%252Fthe-cost-of-compromise&esheet=51681118&newsitemid=20170911005122&lan=en-US&anchor=2017+Midyear+Security+Roundup%253A+The+Cost+of+Compromise&index=4&md5=7b3619b323662ce1f57da6466c84da6e
http://cts.businesswire.com/ct/CT?id=smartlink&url=https%253A%252F%252Fwww.forrester.com%252Freport%252FSecurity%252BBudgets%252B2017%252BIncreases%252BHelp%252BBut%252BRemain%252BReactionary%252F-%252FE-RES127873&esheet=51681118&newsitemid=20170911005122&lan=en-US&anchor=analyst+report&index=5&md5=1b678d291e6c97f7c2b4cfc9ec43f10c
http://cts.businesswire.com/ct/CT?id=smartlink&url=http%253A%252F%252Fblog.trendmicro.com%252Fwannacry-reality-of-patching%252F&esheet=51681118&newsitemid=20170911005122&lan=en-US&anchor=WannaCry&index=6&md5=46bd852016d03d1b8a34c3c6c0b33f0e
http://cts.businesswire.com/ct/CT?id=smartlink&url=http%253A%252F%252Fblog.trendmicro.com%252Flaw-unintended-outbreak-risk-petya%252F&esheet=51681118&newsitemid=20170911005122&lan=en-US&anchor=Petya&index=7&md5=608e27b2a8b239781145689a679c8179
http://cts.businesswire.com/ct/CT?id=smartlink&url=https%253A%252F%252Fwww.trendmicro.com%252Fvinfo%252Fus%252Fsecurity%252Fresearch-and-analysis%252Fpredictions%252F2017&esheet=51681118&newsitemid=20170911005122&lan=en-US&anchor=predicted&index=8&md5=6ec42aa9223ad4751f966965d9f26497
http://cts.businesswire.com/ct/CT?id=smartlink&url=https%253A%252F%252Fdocuments.trendmicro.com%252Fassets%252Fwp%252Fwp-industrial-robot-security.pdf&esheet=51681118&newsitemid=20170911005122&lan=en-US&anchor=Politecnico+di+Milano+%2528POLIMI%2529&index=9&md5=8ef92488f711a6c186c4c056c36cb3d0
http://cts.businesswire.com/ct/CT?id=smartlink&url=https%253A%252F%252Fdocuments.trendmicro.com%252Fassets%252Fwhite_papers%252Fwp-fake-news-machine-how-propagandists-abuse-the-internet.pdf&esheet=51681118&newsitemid=20170911005122&lan=en-US&anchor=Fake+News&index=10&md5=d231edaa1736bccddc2e3114ecda848a
http://cts.businesswire.com/ct/CT?id=smartlink&url=https%253A%252F%252Fwww.trendmicro.com%252Fen_us%252Fbusiness%252Fproducts%252Fall-solutions.html&esheet=51681118&newsitemid=20170911005122&lan=en-US&anchor=XGen%25E2%2584%25A2+security&index=11&md5=ee640ca5be41f0dbaa8832f84974c59d
http://cts.businesswire.com/ct/CT?id=smartlink&url=https%253A%252F%252Fwww.trendmicro.com%252Fvinfo%252Fus%252Fsecurity%252Fresearch-and-analysis%252Fthreat-reports%252Froundup%252Fthe-cost-of-compromise&esheet=51681118&newsitemid=20170911005122&lan=en-US&anchor=https%253A%252F%252Fwww.trendmicro.com%252Fvinfo%252Fus%252Fsecurity%252Fresearch-and-analysis%252Fthreat-reports%252Froundup%252Fthe-cost-of-compromise&index=12&md5=53e3f78e02820e156ecc5c0b09cbd1d9
http://cts.businesswire.com/ct/CT?id=smartlink&url=http%253A%252F%252Fwww.trendmicro.com&esheet=51681118&newsitemid=20170911005122&lan=en-US&anchor=www.trendmicro.com&index=13&md5=c233f7d062a0819b77b63db89cada107
mailto:publicrelations@trendmicro.com

R e e A

TOKYO:

4704
JP3637300009
NQB:

TMICY

https://newsroom.trendmicro.com/2017-09-11-Trend-Micro-Midyear-Report-Highlights-Need-for-Proactive-Security



https://newsroom.trendmicro.com/2017-09-11-Trend-Micro-Midyear-Report-Highlights-Need-for-Proactive-Security

	Contact:
	Public Company Information:

